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DEVSECOPS ENGINEER
                                                   DevSecOps Engineer with strong expert ise in cloud security,  
penetration testing,  and secure CI/CD pipel ine design.  Experienced in embedding security  
throughout the software development l i fecycle,  from threat  modeling and vulnerabil i ty  
assessment to automated security  test ing and remediation.  Hands-on Linux professional  
with deep command of  security  and automation tool ing.  Ski l led at  identify ing and mit igat ing 
r isks across cloud infrastructure,  appl ications,  and networks,  while col laborating with 
development and operations teams to del iver  resi l ient,  compliant  systems.

EXPERIENCE
DevSecOps Engineer |  AIIT Solutions,  Rawalpindi        03/2026-Present

 Secured the CI/CD pipel ine by implementing SonarQube qual ity  gates,  Trivy 
vulnerabil i ty  scanning,  and Cosign image signing to prevent Docker  image tampering 
and spoofing;  identi f ied 645 code improvements and f lagged 15% of  f indings as 
security  vulnerabil i t ies  for  remediation. 

 Hardened a  containerized AIIT application by rebuilding the Docker image on 
Chainguard base images,  el iminating root priv i lege execution and enforcing 
CPU/memory resource l imits. 

 Protected an unsecured internal  VPC by deploying a VPN for  remote employees and 
monitor ing network traff ic  with Suricata and Zeek across 8 servers ,  enabl ing 
detect ion of  anomalous act iv i ty. 

 Configured Active Directory (AD) with role  based access controls  to restr ict  external  
company users from accessing AIIT internal  servers,  enforcing least  priv i lege access. 

 Managed product release cycles and automated deployments on AWS, ensuring 
smooth,  low-downtime transit ions between versions.

DevOps Engineer |  Moiz Tech Hub ,  Is lamabad                 10/2025-03/2026

 Migrated the appl ication from cPanel  hosting to AWS Lightsai l  in  1  day with zero  
downtime. 

 Containerized the ful l  stack appl ication using Docker,  reducing appl ication issues to 
5%. 

 Deployed appl ications on Kubernetes using production-ready workloads,  including 
Deployments,  StatefulSets,  Pods,  Services,  Ingress Control lers,  HPA,  and VPA,  
ensuring scalabil i ty  and high avai labi l i ty . 

 Developed Helm charts  to  standardize deployments and enable repeatable,  consistent 
releases across environments. 
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 Implemented monitor ing and observabil i ty  with Prometheus and Grafana for  real-
t ime performance tuning,  and used Loki  with Grafana for  central ized log monitoring 
and restr icted developer  access to servers.

 Managed Google Cloud Platform (GCP) infrastructure and deployments for  external  
cl ients,  ensuring secure,  rel iable,  and cost-eff ic ient  cloud environments.

DevOps Intern |  SPS Inc,  Is lamabad                            06/2025-09/2025

 Architected and implemented CI/CD pipel ines using Jenkins,  Docker,  and Kubernetes 
to enable scalable,  automated application deployments. 

 Deployed a  containerized appl ication on Kubernetes using Deployments,  Services,  and 
Ingress,  ensuring high avai labi l i ty  and production readiness. 

 Integrated Prometheus and Grafana for  monitor ing and logging within a Kubernetes 
environment,  enhancing operational  v is ibi l i ty . 

 Deployed containerized appl ications on IBM Cloud using IBM Kubernetes Service ( IKS)  
and managed clusters  with kubectl . 

 Engineered infrastructure as code on Microsoft  Azure,  including VM deployment,  VPN 
setup,  and App Service configuration,  to streamline cloud operations.

EDUCATION:

 BS INFORMATION TECHNOLOGY |  AIR University ,  Is lamabad

CERTIFICATION:
 Deploy and monitor  appl ications on Azure Kubernetes Service ,  Microsoft  (Sep 2026) 

 Deploy containers by using Azure Kubernetes Service (AKS) ,  Microsoft  (Sep 2026) 
 Secure AI  solutions in the cloud ,  Microsoft  (Sep 2026) 
 Cybersecurity  Analyst ,  Tata Consultancy Services  (Aug 2026) 
 Solutions Architecture,  Amazon Web Services (AWS)  (Jan 2026) 
 Python-based Data Visual izat ion ,  Udemy  (Jan 2024) 
 Python,  NumPy & Pandas for  Data Science ,  Udemy (Jan 2024)

SKILLS:
 Cloud Platforms:  AWS, Microsoft  Azure,  Google Cloud Platform (GCP),  IBM Cloud

 On-Premises Infrastructure:  On-Premises Server Setup and Management,  L inux 
Server Administrat ion,  Active Directory (AD),  VPN Configuration 

 CI/CD and GitOps:  Jenkins,  ArgoCD,  GitHub Actions,  GitLab CI/CD,  Git ,  GitHub 
 Containers and Orchestration:  Docker,  Kubernetes,  Helm, kubectl ,  AKS,  IKS,  EKS 
 Infrastructure as Code and Automation:  Terraform, Ansible,  Bash Scr ipt ing,  Python 
 DevSecOps and Application Security:  SonarQube,  Tr ivy,  Cosign,  Chainguard Images,  

SAST,  Container Security,  Image Signing,  Vulnerabil i ty  Management,  Threat  Model ing 
 Cloud and Network Security:  Cloud Security,  IAM
 Penetration Testing:  Penetration Testing,  Vulnerabil i ty  Assessment,  Nmap,  Burp 

Suite,  Metasploit ,  Kal i  L inux 


